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Attribute Based Proxy Re-encryption
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Encrypt and Outsource

File 1

owner: John »Encrypted Files stored on Untrusted

Server

Owner: Tim

@ File 2 »Every user can decrypt its own files
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System Model

Presented by
Cloud sever

Authorize_ |
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Related Work

[Authorized ] [seachable ] [ Fine-grained ]
_

PRES [6-11] J x
ABE [12-18] x x J
ABKS [19, 20] x J N
ABPRE [21-26] J x J
ABRKS(Our solution) J J v

doi:10.1371/journal.pone.0116325.t001



Re-encrypt
Cloud sever
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System Model

""" > Key distribution =¥ Request for keyword search
—> Data outsourcing = *=> Request for re-encryption

Keywords

Kevwordl Data flles _____ .t.'.'.'o" :-
Keyword2 \ Filel - C@ ., ! )

outsourcing

----

\m L < Result i i

Keyword3 File2 :
Search token S gl
Kevwordq_ ........................................ > E —E']—“

-----------------------------------------

¥
g Allce Rekeyalicedenc :
- — o b Re-encryption

......




Key-Policy Attribute-Based Proxy Re-encryption with
Keyword search Univ. Key

© Authority
4
’

)
D
T

*“Creator: John”
«“Computer Science”
*“Admissions”
*“Date: 04-11-06"

File 2

*“Creator: Tim”
*“History”
*“Admissions”
*“Date: 03-20-05"

Science
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Multilinear Maps

4:(Gy, Gy, ..., G3) order p
3 mappings e;: Gy X G; = G;44,i =0, ...,3
Properties:

v Given generator g, € Gy, then g;,; = €;(g90,9;) IS the
generator of G;, 4

‘/ei(goa;giﬁ) = ¢;(90, gi )P
v e; can be efficiently computed



Keyword Public Key
Original ciphertext il o ,
> Access Policy Keyword
Re-encryption key
goAnanAs SRR ARAN S AR SRR AR AR SO S ; Re-encrypted ciphertext
Access Policy Secret Key




System Setup

R
a,b «— Zp 'Hl: {0,1}*_) Zp, HO: {0,1}*_) Go,

R . .
hj « Gy, 0 < j < max, max is the maximum number of

attributes. Define Q(y) = [[j=¢" (hjyj),y € Z,

pm:(eOt €1,€2, GOI e G3r Yo, Y92, gOa' gObl H1; HZJ hO' " hmax)

mk=(a, b)



Key Generation

mk=(a, b)

R
(1) v2' V3,..., vk — Zp.

(2) v=(ab,v,, vs,..., V),

fori =1,...,1, compute An(i) =M;-vMisanl X k matri
control
" ] j i ft ) olic
i = 9, QU ON "By = g5t i 2y DO

sk=(uid, (M,m),(4; , B;)ie1,17)

R .
(3)skyia < Z,, compute sky;q = Xyiq, PRyia = g(’)culd
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Encryption

g (O
Pkyig = Yo

&

Xuid

Encrypt the keyword kw € {0,1} " under the public key pk;q

R
C1 =95 Cy =es(H(kw), eo(kuia o), T Zp,

Cph:(Cl, Cz)



ReKey Generation

am®
pm=(ey, €1, €z, Gg, ..., G3, Go, ---» G2, 9o gob: Hy,Hy, hg, ooy hnax)

Generate the re-encryption key under attribute set S

R
(DRy = d/xyiq Ry = 95, d = Zp;

The
Attribute

(2) Ry = Q(Hy(at)) ¢, ates; © O set

rkuid—>S:(R1, Ry, {Rat}ateS)
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Re-Encryption

rkuid—>S:(R1, RZ) {Rat}ateS)’ Cph:(Cl, Cz)

Re-encrypt the ciphertext cph under attribute set S,
C; =CH

cphR=(Cq, €3, €, Ry {Rat}ates )



Token Generation
sk=(uid, (M,m),(4; , B))ier1,11) Skuia = Xuia,

For each “satisfied” node (S satisfies (M,r)) perform a computation

(1) With uid, the token for the keyword kw over original encrypted keywords
as token = H(kw)*uid

(2) With the secret key associated with access control policy, the token for the

keyword kwover re-encrypted keywords as
A’y = eg(H(kw),A;), B'; = eo(H(kw), By), tokenf=((M,m),(A";, B'Diefr))
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Search

(1)With the token over original encrypted keywords , the search algorithm
m?tputs LifCy = e, (token, e, (Cy, e (gg,gob))

(2) With the token over re-encrypted keywords, the search algorithm can be
done as follows:

If S satisfies (M, ), exist c;, s.t. Zn(l)ES c;M;=(1,0,...,0), then
e« (R ,A
k=[] erzltooe.

If e, (K, C; )=C',, output 1 and 0 otherwise.
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Work Process

) i Cloud server Professionals (e.g.
Trusted Authority Data owner Storine PHR Doctors in ER)

(param, mk) € Setup(1") ]
Running KeyGen and PrivKeyGen

Skuid- Pkuid‘ skK..'.\(i-:n
_____________________ >

Skuld'- Pkmd'~ Sch)Grn'
_______________________ - ..________________.____________é

Running Enc for keyword

cph

rad

Running TokenGen for keyword

———————————————— Running Secarch

scarch result >
Data owner: Keyword scarch C— T
on outsourced encrypted data;

Running ReEnc
IEnc
— T > Running TdkenGen®

_okn || >

Running Search®

«> search result

Data owner: Delegate keyword search e i
capability to authorized professionals
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