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Cloud Data 
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Encrypt and Outsource 

File 1 

Owner: John 

File 2 

Owner: Tim 

Encrypted Files stored on Untrusted 

Server 

 

Every user can decrypt its own files 
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工作意义 
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System Model 
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File 1 

•“Creator: John” 

•“Computer Science” 

•“Admissions” 

•“Date: 04-11-06” 

File 2 

•“Creator: Tim” 

•“History” 

•“Admissions” 

•“Date: 03-20-05” 

Univ. Key 

Authority 

OR 

AND 

“Computer 
Science” 

“Admissions” 

“Bob” 

Key-Policy Attribute-Based Proxy Re-encryption with 

Keyword search 
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Multilinear Maps 

4: 𝐺0, 𝐺1, … , 𝐺3  order 𝑝 

3 mappings 𝑒𝑖: 𝐺0 × 𝐺𝑖 → 𝐺𝑖+1, 𝑖 = 0, … ,3 

Properties: 

Given generator 𝑔0 ∈ 𝐺0, then 𝑔𝑖+1 = 𝑒𝑖 𝑔0, 𝑔𝑖  is the 

generator of 𝐺𝑖+1   

 𝑒𝑖 𝑔0
𝛼 , 𝑔𝑖
𝛽 = 𝑒𝑖 𝑔0, 𝑔𝑖 

𝛼𝛽 

 𝑒𝑖 can be efficiently computed 
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Main idea 
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System Setup 

a, 𝑏
𝑅
  𝑍𝑝 , 𝐻1: {0,1}

∗→ 𝑍𝑝, 𝐻0: {0,1}
∗→ 𝐺0,  

ℎ𝑗
𝑅
  𝐺0, 0 ≤ 𝑗 ≤ 𝑚𝑎𝑥,𝑚𝑎𝑥 is the maximum number of 

attributes. Define 𝑄 𝑦 =  ℎ𝑗
𝑦𝑗 , 𝑦 ∈ 𝑍𝑝

𝑚𝑎𝑥
𝑗=0  

pm=(𝑒0, 𝑒1 , 𝑒2, 𝐺0, … , 𝐺3, 𝑔0, … , 𝑔2, 𝑔0
𝑎 , 𝑔0
𝑏, 𝐻1, 𝐻2, ℎ0, … , ℎ𝑚𝑎𝑥) 

mk=(𝑎, 𝑏) 
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     1  𝑣2, 𝑣3,…, 𝑣𝑘  
𝑅
  𝑍𝑝. 

             2  𝐯 = 𝑎𝑏, 𝑣2,  𝑣3,…, 𝑣𝑘 ,   

                    for 𝑖 = 1,… , 𝑙, compute 𝜆𝜋(𝑖) = M𝑖 ∙ 𝐯,M is an 𝑙 × 𝑘 matrix; 

                    𝐴𝑖 = 𝑔0
𝜆𝜋 𝑖 𝑄(𝐻1(𝜋(𝑖))) 

𝑟𝑖 , 𝐵𝑖 = 𝑔0
𝑟𝑖 , 𝑟𝑖

𝑅
  𝑍𝑝; 

              

  

 3 𝑠𝑘𝑢𝑖𝑑  
𝑅
  𝑍𝑝, compute 𝑠𝑘𝑢𝑖𝑑 = 𝑥𝑢𝑖𝑑, 𝑝𝑘𝑢𝑖𝑑 = 𝑔0

𝑥𝑢𝑖𝑑 

Key Generation 

mk=(𝑎, 𝑏) 

sk= (uid, (M,𝜋),(𝐴𝑖  , 𝐵𝑖)𝑖∈[1,𝑙]) 

Access 

control 

policy 
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Encryption 

Encrypt the keyword kw ∈ 0,1
∗
 under the public key 𝑝𝑘𝑢𝑖𝑑  

𝐶1 = 𝑔0
𝑟 ,  𝐶2 = 𝑒1 𝐻(𝑘𝑤)

𝑟 , 𝑒0(𝑝𝑘uid, 𝑔0
𝑏 , 𝑟

𝑅
  𝑍𝑝; 

cph=(𝐶1, 𝐶2) 

𝑝𝑘𝑢𝑖𝑑 = 𝑔0
𝑥𝑢𝑖𝑑 
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ReKey Generation 

Generate the re-encryption key under attribute set S 

1 𝑅1 = d/𝑥uid, 𝑅2 = 𝑔0
𝑑  , 𝑑
𝑅
  𝑍𝑝; 

 
2  𝑅at = 𝑄(𝐻1(at)) 

𝑑, at ∈ S; 
 

𝑟𝑘𝑢𝑖𝑑→𝑆=(𝑅1, 𝑅2, {𝑅at}at∈S) 

The 

Attribute 

set 

pm=(𝑒0, 𝑒1 , 𝑒2, 𝐺0, … , 𝐺3, 𝑔0, … , 𝑔2, 𝑔0
𝑎 , 𝑔0
𝑏, 𝐻1, 𝐻2, ℎ0, … , ℎ𝑚𝑎𝑥) 



2015/1/23 

Re-Encryption 

Re-encrypt the ciphertext cph under attribute set S, 

𝐶2
′ = 𝐶2

𝑅
1 

cphR=(𝐶1, 𝐶2
′ , 𝐶(2), 𝑅2, {𝑅at}at∈S ) 

𝑟𝑘𝑢𝑖𝑑→𝑆=(𝑅1, 𝑅2, {𝑅at}at∈S),   cph=(𝐶1, 𝐶2) 
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Token Generation 

sk= (uid, (M,𝜋),(𝐴𝑖  , 𝐵𝑖)𝑖∈[1,𝑙]), 𝑠𝑘𝑢𝑖𝑑 = 𝑥𝑢𝑖𝑑, 

For each “satisfied” node (S satisfies (M,𝜋)) perform a computation 

(1) With uid, the token for the keyword 𝑘𝑤 over original encrypted keywords 
as 𝑡𝑜𝑘𝑒𝑛 = 𝐻(𝑘𝑤)𝑥𝑢𝑖𝑑  

 
(2) With the secret key associated with access control policy, the token for the 
keyword 𝑘𝑤over re-encrypted keywords as  

𝐴′𝑖 = 𝑒0 𝐻 𝑘𝑤 , 𝐴𝑖 , 
 𝐵′𝑖 = 𝑒0 𝐻 𝑘𝑤 , 𝐵𝑖 , 𝑡𝑜𝑘𝑒𝑛

𝑅= (M,𝜋),(𝐴′𝑖  , 𝐵′𝑖)𝑖∈[1,𝑙]  
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Search 

(1)With the token over original encrypted keywords , the search algorithm 

outputs 1 if 𝐶2 = 𝑒2 token, 𝑒1(𝐶1,
 𝑒0(𝑔0

𝑎 , 𝑔0
𝑏
)  

 
(2) With the token over re-encrypted keywords, the search algorithm can be 
done as follows: 
 
If S satisfies (M,𝜋), exist  𝑐𝑖 , 𝑠. 𝑡.   𝑐𝑖M𝑖𝜋 𝑖 ∈S =(1,0,…,0), then 

𝐾 =  (
𝑒1(𝑅2, 𝐴𝑖

′)

𝑒1(𝑅π(𝑖), 𝐵𝑖
′)
)𝑐𝑖∙

𝜋 𝑖 ∈S

 

If 𝑒2(K, 𝐶1
 )=𝐶′2, output 1 and 0 otherwise. 
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Work Process 
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